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Privacy Policy

Voluntary Carbon Markets Initiative (“VCMI”), a sponsored project of Rockefeller Philanthropy
Advisors (“RPA”), respects your privacy and are committed to handling your personal information in
a safe and responsible manner and protecting it through our compliance with this Privacy Policy
(“Policy”).

It is important that you read this Policy, together with any other privacy or fair processing policy we
may provide on specific occasions when we are collecting or processing your personal information,
so that you are fully aware of how and why we are using your personal information.

This Policy describes the types of personal information we may collect from you or that you may
provide when you visit the website www.vcmintegrity.org (our “Website*), and our practices for
collecting, using, maintaining, protecting, and disclosing that information, including when you submit
a VCMI claim on behalf of an organization to the VCMI Claims Reporting Platform, which can be
accessed via the VCMI website.

Personal Information We Collect About You

“Personal information” is information relating to you or other individuals from which you or they can
be identified.

We collect several types of personal information from and about users of our Website, including
information about:

e How to contact you, such as nhame, postal address, e-mail address, and telephone number.
e Your workplace, such as position title, organizational affiliations and similar information.

e Your internet connection, the equipment you use to access our Website and usage details — see
further in the "Automatic Data Collection Technologies” section below.

How We Collect Your Personal Information

We collect your personal information directly from you when you provide it to us. This will include
personal information you provide:

e When filling in forms on our Website. This includes when you sign up for more information or for
our newsletters, for events, to interact with various tools or to be part of specific communities;
and request material, further information or services.

e \When you submit a claim on behalf of an organisation to VCMI to the VCMI Claims Reporting
Platform.

e \When you contact Cognito Media, a third-party that handles our media inquiries.
e \When you report a problem with our Website or contact us for any other purpose.

e When you respond to surveys that we might ask you to complete for research purposes through
our Website.

e When you input queries using the "search” function on the Website.

e \When you provide information to be published or displayed on public areas of the Website, or
transmitted to other users of the Website or third parties.

We also collect your personal information through our use of automatic data collection technologies
— see further in the "Automatic Data Collection Technologies” section below.

We may also collect or receive personal information about you from various third parties and public
sources, including but not limited to:

e Technical Data from the following parties: analytics providers, such as Google and search
information providers.

e Contact, financial and transaction data from providers of payment and delivery services.

Automatic Data Collection Technologies

As you navigate through and interact with our Website, we may use automatic data collection
technologies to collect certain information from and about your equipment, browsing actions, and
patterns, including:


http://www.vcmintegrity.org

e Details of your visits to our Website, including traffic data, location data, logs, and other
communication data and the resources that you access and use on the Website.

o Information about your computer and internet connection, including your IP address, operating
system, and browser type.

“Do Not Track” — Certain laws, including that of California, require that we inform you on our
response to Do Not Track signals. As there is not an industry or legal standard for recognizing or
honoring these signals at this time, we don’t respond to them.

The information we collect automatically is statistical data we may use to improve our Website and
to deliver a better and more personalized service, including by enabling us to:

e Estimate our audience size and usage patterns.

e Store information about preferences, allowing us to customize our Website according to
individual interests.

e Speed up searches.

e Recognize you when you return to our Website.
The technologies we use for this automatic data collection may include:

e Cookies (or browser cookies). A cookie is a small file placed on the hard drive of your computer.
You may refuse to accept browser cookies by activating the appropriate setting on your browser.
However, if you select this setting you may be unable to access certain parts of our Website.
Unless you have adjusted your browser setting so that it will refuse cookies, our system will issue
cookies when you direct your browser to our Website.

e Flash Cookies. Certain features of our Website may use local stored objects (or Flash cookies)
to collect and store information about your preferences and navigation to, from, and on our
Website. Flash cookies are not managed by the same browser settings as are used for browser
cookies. For information about managing your privacy and security settings for Flash cookies,
see the "Choices About How We Use and Disclose Your Personal Information” section below.

e Web Beacons. Pages of our Website and our e-mails may contain small electronic files known as
web beacons (also referred to as clear gifs, pixel tags, and single-pixel gifs) that permit VCMI, for
example, to count users who have visited those pages or opened an email and for other related
website statistics (for example, recording the popularity of certain website content and verifying
system and server integrity).

We receive data from the following third-party vendors to analyze and track users’ use of our
website:

e \VVimeo

e Google Analytics

Our website may include links to third-party websites. Clicking on those links or enabling those
connections may allow third parties to collect or share data about you. We do not control these
third-party websites and are not responsible for their privacy statements or the content contained
on them. We encourage you to read the privacy policies of the third-party websites that you access.

How We Use Your Personal Information

We have set out below the purposes for which we use your personal information. VCMI is required
under EU and UK data protection law to identity a legal basis for using your personal information —
we have highlighted these in brackets below:

e To present our Website and its contents to you (to achieve our legitimate interest in making this
content available to you in an effective way).

e To provide you with information, products, or services that you request from us (with your
consent).

e To process VCMI claims submitted to the VCMI Claims Reporting Platform, as we have a
legitimate interest in administering these claims.

e To carry out any other of our obligations and enforce our rights arising from any contracts
entered into between you and us, including for billing and collection (to perform our contract
with you; to achieve our legitimate interests of being able to manage our finances and operations
and to comply with our legal or statutory obligations in relation to keeping financial and other
business records).

e [o notify you about changes to our Website or any products or services we offer or provide
though it (to achieve our legitimate interest in ensuring we provide our services to you
effectively).

e To allow you to participate in interactive features on our Website (to achieve our legitimate
interest in ensuring we provide our services to you effectively).

e To contact you about events, convenings and information that may be of interest to you (with
your consent).

e |INn the manner set out in the “Disclosure of Your Personal Information” section below.



If you do not provide VCMI with the personal information required to perform our contract with you
or comply with our legal or statutory obligations (highlighted as such in the list above), we may not
be able to provide those relevant services to you.

If you consent to VCMI’s use of your personal information and this consent forms the legal basis of
our processing of that personal information, you are entitled to withdraw it at any time — see the
“Your Rights With Respect To Your Personal Information” section below for more detail.

Disclosure of Your Personal Information

We may disclose personal information that we collect or that you provide as described in this Policy:

e To our affiliates, including our fiscal sponsor, RPA, to provide you with requested services.

e [o contractors, service providers, and other third parties we use to support our business and
who are bound by contractual obligations, to keep personal information confidential and use it
only for the purposes for which we disclose it to them and in accordance with our instructions.

e To a buyer or other successor in the event of a merger, divestiture, restructuring, reorganization,
dissolution, or other sale or transfer of some or all of VCMI’s or RPA’'s assets, whether as a going
concern or as part of bankruptcy, liquidation, or similar proceeding.

e To comply with any court order, law, or legal process, including to respond to any government or
regulatory request.

e [To enforce or apply our terms of use and other agreements, including for billing and collection
purposes.

e I we believe disclosure is necessary or appropriate to protect the rights, property, or satety of
VCMI, RPA, our customers, or others.

e [o other identified parties who we inform you about from time to time.

How do we store and protect your data?

We strive to ensure that the information we store in our database is kept secure from unauthorized
access. We will not sell, distribute or lease your personal information to third parties unless we have
your explicit permission or are required by law to do so.

Like many organizations we use trusted service providers to help our operations be more efhicient.

1. Gravity Forms
2. Constant Contact
3. Monday.com forms

4. Wordpress Forms

We only allow our service providers to handle your personal data if we are satisfied that they take
appropriate measures to protect your personal data. We impose contractual obligations on service
providers relating to ensure they can only use your personal data to provide services to us and

to you.

We or the third parties mentioned above occasionally also share personal data with:

o Our (and their) external auditors, e.g., in relation to the audit of our (or their) accounts, in which
case the recipient of the information will be bound by confidentiality obligations

e Our and their professional advisors, in which case the recipient of the information will be bound
by confidentiality obligations

e Law enforcement agencies, courts, tribunals, and regulatory bodies to comply with our legal and
regulatory obligations

e Other parties that have or may acquire control or ownership of our business in connection with a
significant corporate transaction or restructuring, including a merger, acquisition, asset sale,
initial public offering or in the event of our insolvency. Usually, information will be anonymized but
this may not always be possible. The recipient of any of your personal data will be bound by
confidentiality obligations.

Where Is Your Personal Data Held

Personal data may be held at our offices and those of our agents as described above (see above:
“How do we store and protect your data?”).

Some of these parties may be based outside the UK or EEA. For more information, including on how
we safeguard your personal data when this occurs, see below: "EU located individuals: International
Transfers”.



Choices About How We Use and Disclose Your Personal
Information

We strive to provide you with choices regarding the personal information you provide to us. We have
created mechanisms to provide you with the following control over your personal information:

e Tracking Technologies and Advertising. You can set your browser to refuse all or some browser
cookies, or to alert you when cookies are being sent. To learn how you can manage your Flash
cookie settings, visit the Flash player settings page on Adobe’s website. If you disable or refuse
cookies, please note that some parts of this site may then be inaccessible or not function
properly.

e Offers from VCMI. If you do not wish to have your email address/contact information used by
VCMI to notify you of upcoming events or for our newsletter or other services, you can opt-out
by checking the relevant box located on the form on which we collect your data or by sending us
an email stating your request to info@vcmintegrity.org. It we have sent you a promotional email,
you may send us a return email asking to be omitted from future email distributions. This opt-out

does not apply to information provided to VCMI as a result of a service engagement or other
transactions.

Your Rights With Respect To Your Personal Information

IT our processing of your personal information is subject to EU and UK data protection law, you have
a number of rights. These include, in certain circumstances:

e To ask us not to process your personal information, including where VCMI is using it for direct
marketing purposes.

e [o receive a copy of all your personal information held by VCMI, in order to check we are
processing it lawftully.

e [o ask us to correct any errors in your personal information.

e o ask us to delete your personal information, including when exercising your right to object to
processing (see above), unless we have a compelling reason to continue with such processing.

e To ask us to restrict the processing of your personal information in certain situations (such as
where there is an outstanding question you have raised regarding its accuracy).

e [o ask us to transfer your personal information to another party, where we have collected it from
you to perform a contract or are processing it on the basis of your consent.

e To withdraw your consent where you have provided it for VCMI’s collection or use of your
personal information for a specific purpose, subject to certain conditions.

You may exercise these rights at any time by contacting VCMI using the details in the "Contact
Information” section of this Policy.

IT you tell us that you no longer want to be contacted, we will keep limited amounts of information
(usually your name and email address) and add this to our suppression lists to ensure you do not
receive any future communications from us. We will not use this data for any other purpose. In
certain circumstances you also have the right to have your personal data erased from our
databases completely and you can ask us to do this at any time.

We may not be able to accommodate a request relating to your personal information in certain
circumstances prescribed by law. Please contact us using the details in the "Contact Information”
section of this Policy it you would like more information.

Data Retention

We will only retain your personal information for as long as reasonably necessary to fulfil the
purposes for which we use it, including for the purposes of satistying any legal, regulatory, tax,
accounting or reporting requirements. We may retain your personal information for a longer period
in the event of a complaint or it we reasonably believe there is a prospect of litigation in respect to
our relationship with you.

To determine the appropriate retention period for personal information, we consider the amount,
nature and sensitivity of the personal information, the potential risk of harm from unauthorized use
or disclosure of your personal information, the purposes for which we process your personal
information and whether we can achieve those purposes through other means, and the applicable
legal, regulatory, tax, accounting or other requirements.

EU located individuals: International Transfers

We share your personal information within our fiscal sponsor, RPA. For our clients and individuals
with whom we deal who are located in Europe and the UK, this may involve transferring your
personal information outside of the European Economic Area (“EEA”) and UK to countries whose



laws are not deemed to provide a level of protection for personal information that is of the same
standard as enjoyed under data protection law in Europe and the UK.

We ensure your personal information is protected by requiring the companies and individuals who
receive your personal information to follow the same rules that we follow when we process your
personal information. We may also share your personal information with contractors, service
providers and other third parties supporting our business when needed. Many of these third parties
are based outside of the EEA and the UK, so their processing of your personal information will
involve a transter of data outside of the EEA and UK.

Whenever we transfer your personal information out of the EEA or UK whether internally within our
group or externally to other parties, we ensure proper protection is afforded to it by ensuring at
least one of the following safeguards is implemented:

e \We will only transfer your personal information to countries that have been deemed to provide an
adequate level of protection for personal information by the European Commission.

e \WWe may use specific standard contract clauses approved by the European Commission or UK
Information Commissioner’s Office (also conducting any required transfer impact assessment
and, if necessary, implementing supplementary measures) to make sure that the transferred
personal information is given an appropriate level of protection in accordance with applicable
data protection law when being processed outside the EEA or UK.

Alternatively, in certain circumstances we may transfter personal information outside the EEA or UK
relying on specific derogations under applicable EU and UK data protection law, including where you
(or the relevant individual) have provided your (or their) explicit, informed consent to the transfer;
the transfer is necessary for the purposes of being able to enter into or perform a contract with you
(or another individual) at your (or their) request; or, the transfer is needed in connection with a legal
claim (or possible legal claim).

Please contact us if you want further information on the specific mechanisms used by us when
transterring your personal information out of the EEA or UK.

Data Security

We have implemented measures designed to secure your personal information from accidental loss
and from unauthorized access, use, alteration, and disclosure. For example, all information you
orovide to us is stored on our secure servers behind firewalls. In addition, we limit access to your
oersonal information to those employees, agents, contractors and other third parties who have a
ousiness need to know. They will only process your personal information on our instructions and
they are subject to a duty of confidentiality.

The safety and security of your information also depends on you. Where we have given you (or
where you have chosen) a password for access to certain parts of our Website, you are responsible
tfor keeping this password confidential. We ask you not to share your password with anyone. We
urge you to be careful about giving out information in public areas of the Website like message
boards. The information you share in public areas may be viewed by any user of the Website.

Unfortunately, the transmission of information via the internet is not completely secure. Although
we do our best to protect your personal information, we cannot guarantee the security of your
personal information transmitted to our Website. Any transmission of personal information is at your
own risk. To the fullest extent legally permitted, we are not responsible for circumvention of any
privacy settings or security measures contained on the Website.

Changes to Our Policy

We may revise and update this Policy from time to time in our sole discretion. All changes are
effective immediately when we post them, and apply to all access to and use of the Website and
handling of your personal information thereafter. It is our policy to post any changes we make to
our Policy on this page. If we make material changes to how we treat our users’ personal
information, we will notity you through a notice on the Website home page. The date the Policy was
last revised is identified at the top of the page.



Contact Information

To ask questions or comment about this Policy and our privacy practices or if you are based in
Europe or the UK and wish to exercise your rights under data protection law as described above,
please contact us at:

Address:

120 Broadway
Suite 3475

New York, NY 102 /1

Email:
info@vcmintegrity.org

Before we can respond, we may need to ask you to verify your identity and/or claritfy the nature and
scope of your request.

Complaints

If you are concerned about how VCMI uses your personal information and we are unable to resolve
your issue, you have the right to make a complaint to the supervisory authority in your place of work
or residence or the place in which the relevant infringement has taken place.



